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Existing solutions 

 Trusted Aggregator 

Unrealistic 

 Secret sharing [ET2012] 

 Increased communication costs 

 Differential privacy [JK2012, CSS2012, RN2010] 

Orthogonal to our goal 

 Trusted Dealer [SCRCS2011, JL2013, GMP2014] 

Strong trust assumption 
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State of the Art [SCRCS2011] 

 Setup(k):  

𝔾 a cyclic group with a generator 𝒈 and prime order p 

Trusted Dealer distributes: 

secret keys ski ∈ 𝕫𝑝. 

𝑠𝑘0 = − 𝑠𝑘𝑖
𝑛
𝑖=1  to the Aggregator. 

𝐻 : 0,1
∗
→ 𝔾 

 Encrypt(𝒙𝒊, 𝒕): 
 𝑐𝑖,𝑡 = 𝑔

𝑥𝑖𝐻 𝑡
𝑠𝑘𝑖 ∈ 𝕫𝑝 

 Aggregate: 

 𝑉 = 𝐻 𝑡
𝑠𝑘0 𝑐𝑖,𝑡
𝑛
𝑖=1 = 𝑔

 𝑐𝑖,𝑡
𝑛
𝑖=1 𝑔 ∈ 𝕫𝑝 

  𝑐𝑖
𝑛
𝑖=1 = log⁡𝑔(𝑉) 
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State of the Art contd. [JL2013] 

 Setup(k): 

𝐍 = 𝐩𝐪⁡for primes 𝐩, 𝒒 (𝑙 the size of 𝐍) 

Trusted Dealer distributes: 

secret keys ski ∈ 0,1
2𝑙 to the users. 

𝑠𝑘0 = − 𝑠𝑘𝑖
𝑛
𝑖=1  to the Aggregator. 

𝐻 : 𝕫𝑁 → (𝕫𝑁
2)* 

 Encrypt(𝒙𝒊, 𝒕): 
 𝑐𝑖,𝑡 = (1 + 𝑥𝑖,𝑡𝑁)𝐻 𝑡

𝑠𝑘𝑖𝑚𝑜𝑑⁡𝑁2 

 Aggregate: 
 Vt=𝐻 𝑡

𝑠𝑘0 𝑐𝑖,𝑡 = (1 +
𝑛
𝑖=1  𝑥𝑖,𝑡

𝑛
𝑖=1 𝑁)𝑚𝑜𝑑⁡𝑁

2 

  𝑥𝑖,𝑡
𝑛
𝑖=1 =

𝑉
𝑡
−1

𝑁
∈ 𝕫 
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Drawbacks of previous solutions 

 Functionality 

No Dynamic group management 

Not resilient to user failures 

 

 

 Privacy 

Fully trusted key dealer 
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Idea of Solution 

 Users generate their secret keys. 

 Semi trusted Collector. 

 Blinded secret keys. 
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Privacy Requirements 

 Aggregator obliviousness: 

Aggregator learns nothing but the aggregate.  

 Collector obliviousness: 

 Collector learns nothing. 
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Functionality Enhancements 

 Dynamicity 
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Functionality Enhancements 

 Dynamicity 

 Fault-Tolerance 
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Tools 

1. JL encryption. 

2. Self-generated keys (by users). 

3. Responsibility splitting mechanism. 
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Our scheme 

 

Aggr 

C 

auxt = 𝐻(𝑡)
𝑠𝑘
𝐴
𝑠𝑘
𝑖 

𝑛

𝑖=1

 

𝑎𝑢𝑥𝑖,𝑡 = 𝐻(𝑡)
𝑠𝑘
𝐴
𝑠𝑘
𝑖  

 

𝒄1,𝒕 

𝒄2,𝒕 

𝒄3,𝒕 

𝒄𝑛,𝒕 

pkA= 𝐻(𝑡)
𝑠𝑘
𝐴 

1. Pt=  (𝒄𝑖,𝒕) 
𝒔𝒌
𝑨 = (1 + 𝑁 𝑥𝑖.𝑡)

𝑛
𝑖=1

𝒔𝒌
𝑨𝐻(𝑡) (𝑥𝑖.𝑡)

𝑛
𝑖=1 𝒔𝒌

𝑨

⁡
𝑚𝑜𝑑⁡𝑁2𝑛

𝑖=1
 

2. 𝐼𝑡 =
𝑃
𝑡

𝑎𝑢𝑥
𝑡

−1

𝑁  

3.  𝑥𝑖.𝑡
𝑛
𝑖=1 = 𝐼𝑡𝒔𝒌𝑨

-1 𝑚𝑜𝑑⁡ℤ𝑁
 

  

 

𝑎𝑢𝑥1,𝑡 

𝑎𝑢𝑥2,𝑡 

𝑎𝑢𝑥3,𝑡 

𝑎𝑢𝑥𝑛,𝑡 
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Dynamicity and Resiliency to failures 

 

𝑎𝑢𝑥1,𝑡 

C 

𝑎𝑢𝑥2,𝑡 

𝑎𝑢𝑥𝑛+1,𝑡′ 

𝑎𝑢𝑥3,𝑡 

auxt=  𝐻(𝑡)
𝑠𝑘
𝐴
𝑠𝑘
𝑖 𝑛

𝑖=1  

𝒄1,𝒕 

𝒄2,𝒕 

𝒄3,𝒕 

pkA= 𝐻(𝑡)
𝑠𝑘
𝐴 

𝒄𝑛,𝒕 
Aggregate(auxt, 𝑠𝑘𝐴, 𝒄𝑛) 

𝒄𝑛+1,𝒕′ 

𝑎𝑢𝑥𝑛,𝑡 

𝑐𝑖,𝑡 = 1 + 𝑥𝑖,𝑡𝑁 𝐻(𝑡)
𝑠𝑘𝑖𝑚𝑜𝑑⁡𝑁2 

𝑎𝑢𝑥𝑖,𝑡 = 𝐻(𝑡)
𝑠𝑘
𝐴
𝑠𝑘
𝑖  

 auxt=  𝐻(𝑡′)𝑠𝑘𝐴𝑠𝑘𝑖 𝑛+1
𝑖=1  

 

Aggr 

Aggregate(auxt′, 𝑠𝑘𝐴, 𝒄𝑛+1) 
 

pkA= 𝐻(𝑡′)
𝑠𝑘
𝐴 
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Privacy analysis 

 Aggregator Obliviousness based on: 

DCR in (𝕫/𝕫𝑁
2)*,  

 

 

 Collector Obliviousness based on: 

DCR in (𝕫/𝕫𝑁
2)*,  

QR in 𝕫𝑁*  

DDH in the subgroup of QR in⁡(𝕫𝑁)* 
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Evaluation 

 Theoretical 

 

 

 Experimental (Charm framework on Python 3.2.3, Intel Core i5 CPU 

M 560 @ 2.67GHz  4Cores with 8GB of memory running Ubuntu 12.04 32bit) 
 

Encryption time per user Aggregation time 
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Recap 

 Aggregation of time series data 

Fast 

Dynamic 

Resilient to user failures 

Relaxed trust assumption 

 How? 

 (1 + 𝑁)𝑥= 1 + 𝑁𝑥⁡𝑚𝑜𝑑⁡𝑁2 [JL2013]. 

Users generate keys independently. 

Responsibility splitting mechanism. 

Untrusted collector. 
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Looking Ahead 

 Advanced aggregate functionalities 

 Verifiability 

 Collusion resistant (?) 
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Thank you!!! 

Iraklis Leontiadis 

leontiad@eurecom.fr 

Questions? 

18 CANS2014 

htpp://www.eurecom.fr/


References 

 [GMP2014]: Privacy-Enhanced Participatory Sensing with Collusion 

Resistance and Data Aggregation CANS2014 

 [ET2012]: Private Computation of Spatial and Temporal Power 

Consumption with Smart Meters. ACNS 2012 

 [JK2012]: Fault-Tolerant Privacy-Preserving Statistics. Privacy Enhancing 

Technologies 2012 

 [CSS2012]: Privacy-Preserving Stream Aggregation with Fault 

Tolerance. Financial Cryptography 2012 

 [RN2010]: Differentially private aggregation of distributed time-series with 

transformation and encryption. SIGMOD Conference 2010 

 [SCRCS2011]: Privacy-Preserving Aggregation of Time-Series Data. NDSS 

2011 

 [JL2013]: A Scalable Scheme for Privacy-Preserving Aggregation of Time-

Series Data. Financial Cryptography 2013 

 

p. 19 CANS2014 

htpp://www.eurecom.fr/
http://www.informatik.uni-trier.de/~ley/db/conf/acns/acns2012.html#ErkinT12
http://www.informatik.uni-trier.de/~ley/db/conf/acns/acns2012.html#ErkinT12
http://www.informatik.uni-trier.de/~ley/db/conf/pet/pets2012.html#JawurekK12
http://www.informatik.uni-trier.de/~ley/db/conf/pet/pets2012.html#JawurekK12
http://www.informatik.uni-trier.de/~ley/db/conf/pet/pets2012.html#JawurekK12
http://www.informatik.uni-trier.de/~ley/db/conf/fc/fc2012.html#ChanSS12
http://www.informatik.uni-trier.de/~ley/db/conf/fc/fc2012.html#ChanSS12
http://www.informatik.uni-trier.de/~ley/db/conf/sigmod/sigmod2010.html#RastogiN10
http://www.informatik.uni-trier.de/~ley/db/conf/sigmod/sigmod2010.html#RastogiN10
http://www.informatik.uni-trier.de/~ley/db/conf/ndss/ndss2011.html#ShiCRCS11
http://www.informatik.uni-trier.de/~ley/db/conf/ndss/ndss2011.html#ShiCRCS11
http://www.informatik.uni-trier.de/~ley/db/conf/fc/fc2013.html#JoyeL13
http://www.informatik.uni-trier.de/~ley/db/conf/fc/fc2013.html#JoyeL13

